
PEnYE>JH1KA CPE>VIJA 
nPEKPWAJ HVI CY.[l JlA3APEBALI, 
Y11.KapaljopljeBa 6p. I 9 
CY 1- 1 45/24 
.[la Ha: 0 I .02.2024.ro.ru1He 
Jla3apeBau 

I la ocHoBy <111a1-1a 8 3aKoHa o 11HcpopMau110Hoj 6e36eAHOCTH (" C11)')K6eHH rnacHHK PC " 6poj 6/2016, 94/201 7 11 
7712019) <1J1a 11osa 1-8 YpeA6e o 611mKeM ca.ll.p)f(ajy aKTa o 6e36eJJ.HOCTH HHcpopMau1101-1or-KoMyH11Kau110 1111x 
c11cTeMa o.n noce6Hor 3HaYaja, Ha' IHH nposepe 11 ca.np>Kaj 113sewrnja o np0Bep11 6e36e.UHOCT11 11HcllopMau1101-1or-
1<0My1-111Kau110H11x c11cTeMa O.ll. nocefa1or 3HaYaja (" C11y>1<6e 1-111 rnacHHK PC " 6poj 94/ 16,), npeJJ.ce.u1-111K 
npcKpwajHOr cyJJ.a y Jla3apesuy, JJ.OHOCH: 

IlPABHJIHUK 0 l>E3EE)UIOCTH 
fIH<l>OPMAIJ)10HO-KOMYHHKAU;lIOHHX CHCTEMA 

IIPEKPlUAJHOr CY)l;A Y JIA3APEBI.(Y 

I YBOllHe Ollpell6c 

411aH I 

0BHM npaBHJlHHKOM 611m1<e ce .necjmH11wy Mepe 3aWTl1Te HHcjlOpMaUHOHO-KOMYHHKaUHOHHX CHCTeMa y 
npeKpwajllOM CYJJ.Y y Jla3apesuy, a Hap0'111TO np111-1u11n11, HaYHH 11 npoue.nype nOCTH331-ba H OJJ.p)f<aBa~ba 
aJle1<Ban 1or HHBOa 6e36e,D.HOCTH CHCTeMa Kao H .llY>KHOCTH 11 o.nrosopHOCTH KOpHCHHKa m rcpopMaUHOHO
KOMYHHKaUHOHHX cr-rcTeMa (y .llaJbeM TeKcTy VIKT c11cTeMa). 

4naH 2 

Ll1111,es11 .llOHOWeH>a OBOr npaBHJlHHKa cy: 

- .11.o npHHOC no.n113a~bY onwTe CBeCTH 0 pH3HUHMa 11 onaCHOCTHMa KOje cy Be3aHe 33 KOp11wlic1be 
1111cl>opMa UHOHHX TeXHOJlOrH j a; 
- ~IHHHMH3au11ja 6e36eJJ.HOCHHX HHUHJJ.eHaTa; 

- .nonp1111oc pa3Bojy o.nrosapaj yt111x 6e36eJJ.HOCHHX an11111<au11ja 11 06e36elj11sa1-1>e KOH3HCTeHTHe 
KOHTpo11e CBHX KOMnOHCHaTa lt!KT CHCTeMa. 

4naH 3 



0Baj npaBl1Jllil1K j e 06aBe3yjyfi11 3a CBe y Hyrpawf-be OpraHl13aLJ.110He je)J.11HHUe npeKpwajHOr cy,na y na3apeBUY 
H 33 CBe KOp11CliHKe 11Ji(l)OpMaTHLfKl1X pecypca, Kao 11 3a csa Tpel'la n11ua KOja KOp11CTe l1 H(l)QpMaT11•11<e pecypce 

npeKpwajHOr cy[la. 

HenOUJTOBaf-be OBOr npaBl1J1Hl1Ka nosJJa'-111 )J.11Cl1nJ111HCKY O)J.rOBOpHOCT KOp11CHl1Ka HlicpOpManfLfKYIX pecypca. 
3a npanef-be np11MeHe OBOr npaBHJ1Hl1Ka Ha)J.JJe>KaH je npe.n.ce)J.Hl1K cy.n.a KaO YI CY.D.CKa ynpasa. 

llnaH 4 

n oje.n.HH11 TepMHllH y CM 11cny osor npaBY1JlliY1Ka Y1 Maj y cne.n.ene 3HaYef-be: 

I) 11H Cl)OpMaU.MOllO-KOMYHHKaU.1101il1 Cl1CTeM (HKT CYICTeM) j e TeXHOJlOWKO-opra H113aL\HOHa uem111a KOja 
o6yxBaTa: 

( I) eneKTpOHCKe KOM)'Hl1Kau110He Mpe>Ke y CM l1CJ1Y 3a KOHa KOj11 ypeljyje eneKTpOHCKe KOMym1KaU.Hje; 

(2) ypeljaje HJJYI rpyne Meljyco6Ho noBe3a 1111x ypeljaja, TaKBl1X .n.a ce y 01<s11py ypelJaja, O.D.HOCHO y OKB11py 6aper.1 
j e.n.Hor H3 rpyne ypeljaja, spw11 ayroMaTcKa o6pa.n.a no.n.aTaKa 1<op11wlief-beM pa•1yHapc1<0r nporpaMa; 

(3) no.n.aTKe KOjH ce so.n.e, L1ysajy, o6paljyjy, npeTpmr<yjy 11n11 npeHoce noMoliy cpe.n.cTasa 113 no.n.Talf. (I) H (2) ose 
TaL1Ke, a y cspxy ~b 11xosor pa.n.a, ynoTpe6e, 3awT11Te HJ111 o.n.p>I<aBaf-ba; 

(4) opraH113aU.HOHY CTPYKT)'PY nyreM Koje ce y npasJha HKT c11cTeMoM; 

(5) cse THnose CYICTeMCKOr 11 anJlHKaTYIBHOr cocjnBepa H cocjrrnepcKe pa3BOjHe aJiaTe; 

2) onepaTOp HKT CYICTeMa je npasHo JlHU.e, opraH snacrn 11nY1 opraH113aU.HOHa je.n.11 HHUa opraHa snacrn KOjH 
1<0pHCTY1 HKT CYICTeM y 01<s11py 06asJha1na csoj e .n.enaTHOCT11, O.D.HOCHO nocnosa Yl3 CBoje Ha.nne)((HOcrn; 

3) YIHCj)OpMaL{HOlla 6e36e)J.HOCT npe)J.CTaBJha CKyn Mepa KOje OMoryliasaj y .n.a no.nau11 KOjYIMa cc pyKyje nyreM HKT 
CYI CTeMa 6y.n.y 3aWTYl lie11Y1 o.n HeOBJlawlleHor npY1cryna, Kao 11 .n.a ce 3aWTl1Tl1 HHTerp11TeT, pacnOJlO>l<HBOCT, 
ayrellTl1LlffOCT 11 Henopeu11BOCT TYIX no.n.aTaKa, .na 611 Taj Cl1CTeM (l)YHKU110Hl1Cao Ka1<0 je npe.n.B11ljeHO. Ka.n.a je 
npe,UBHljeHO YI no.n KOHTpOJIOM OBJlawlie11HX n 11u.a; 

4) TajHOCT j e csojcrno Koj e 3HaY11 .na no.naTaK H11je .nocTy naH HeosnawlieH11M Jl YIUl1Ma; 

5) HHTerp11TeT 3Halfl1 04YB3HOCT 113BOpHor can.p>Kaja 11 KOMnJ1eTHOCTl1 no.naTKa; 

6) pacnOJlO>f<HBOCT je CBOjCTBO Koje 3HalfYI .n.a je no.n.aTaK )J.OCT)'naH YI ynoTpe6JhYIB Ha 33XTeB OBJlawlieHHX JIHL(a 
oH.na 1<a.na HM je noTpe6aH; 

7) ayrer·ITH'-IHOCT je CBOjCTBO Koje 3H3Lf1.1 .ua j e MOry lie nposep11T11 11 noTBp.U11Tl1 .n.a j e no.naTaK CTBop110 HJ111 nocnao . . . 
oHaJ 3a Kora Je JJ.eKJJap11caHo .na Je Ty pa.n1ny H3Bpw110; 

8) Henope u11socT npe.n.cTasJha cnoco6HocT .n.01<a311saf-ba .na ce .noro.D,11J1a o.npeljeHa pa.n.~ba HJIM .n.a Je HacTynHo 
o.npel)emt .noraljaj, TaKo .na ra HaKH3.llHO HHje Morylie nopel'lH; 

9) pH3HK 3H3LfH MOryll11ocT Hapywasa1 ba 11HCl)OpMaU.YIOHe 6e36e.n.HOCTH, OJJ.HOCHO MOryliHOCT HapywaBa~ba 

TajHOCTl1, HHTerpHTeTa, pacnOJ10>1<HBOCTl1, ayreHTl1'-IHOCTl1 11Jll1 HenopeU.11BOCTH no)l,aTaKa 11JlYI Hapywasarba 
11cnpas11or clJYHKU.HOHHC3~ba VfKT Cl1CTeMa; 

I 0) ynpasJhaf-be p113111<0M j e c11cTeMaT11L1aH cKyn Mepa Koj11 )'KJh)'Yyje nnaH11pa1-be, opraHH30Baf-be YI ycMepasa1ne 
aKTHBHOCTYI K3KO 611 ce 06e36e.n.11110 .n.a p113HUl1 OCTaHy y nponHCaHHM 11 np11xsaTJhl1Bl1M OKB11p11Ma; 

11) HHUYl.neirr je CBaKH .n.oraljaj KOj H HMa CTBapaH HeraT11BaH yr11u.aj Ha 6e36e.D.HOCT Mpe>I<Hl1X 11 HH(j)OpMau1101111x 
CHCTe1via; 
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11 3) je.D.HHCTBeH11 c11cTeM 3a np11jeM o6asewTel-ba o 11Hu11neHT11Ma je 11HcjlopMau1101111 c11cTeM y Koj11 ce yHoce 
non3UH o HHUH.D.e11THMa y VIKT cHcTeMHMa o.u noce6Hor 3H3LJ3j3 KOjH Mory na 11Majy 3HaL1ajaH yn1Llaj Ha 

HapywaBal-be 111-1cllOpMaUHOHe 6e36e.u1-10CTH; 

12) Mepe 33 WT11Te VI KT CHCTeM3 cy TeXHH4Ke H opr3H113au11011e Mepe 3a ynpaBJba~be 6c36en11oc11 11M p11111u111.rn 

VI KT cHcTeMa; 

13) rnjHH no.D.3TaK j e no.D.aTaK KOjH je, y cKna.D.y ca npomtCHM3 o T3JHOCTl1 no.D.aTaKa, O.D.pelje1-1 "' 0311aL1e1-1 
onpcl)eHHM CTeneHOM TajHOCTH; 

14) VIKT c11cTeM 3a pan ca TajHHM nonaUHMa je VIKT c11cTeM KOj 11 je y CKna.ny ca 3aKOHOM o.upel)eH 3a pa.u ca 
TajHHM 11onau11Ma: 

15) opraH BnacTH je .up>1<aBH11 opra1-1, opraH ayi-01-10M1-1e n0Kpaj1,rne, opraH je.u111111ue noKaJ111e caMoynpaae. 
opra1-1113au11ja 11 npyro npaBHO 11n11 cjm3HLfKO n11ue KOMe je nosepe1-10 spwel-be jaa1-111x osnawliel-ba; 

16) CJ1y>1<6a 6e36e,LlHOCTH je CJ1y>l<6a 6e36e)l.HOCTH y CM11CJ1Y 3aKOHa KOjHM ce ypel)yjy OCHOBe 6e36en1-10CH0-
06aaewrnj11or c11cTeMa Peny6n111<e Cp611je; 

17) caMocTam111 onepaTop11 VIKT c11cTeMa cy MHHHCTapcrno 11a.une>1<Ho 3a nocnose o.u6pa1-1 e, MHHHCTapcTBO 
1-13.D.Jle)KHO 33 YHyTp31mbe nOCJlOBe, MHHHCTapCTBO H3.D.Jle)l<HO 3a cnOJbHe nOCJIOBC "' CJlY>K6e 6c36en110CTH: 

18) KOMnpOMHTyjyl1e eJleKTpOMarHeTHO 3patfel-be (KEM3) npe.D.CTaBJba 1-1e1-1aMep1-1e eJleKTpOMarHeTHe eM11c11je 
11p11n11KOM npe1-1oca, o6pa.ue 11n11 LJyBal-ba no.uaTaKa, Lf11j11M np11jeMOM 11 a1-1aJ11130M ce Mm1<e OT1<p11T11 ca.up>1<aj THX 
nonarnKa: 

19) 1<p11nT06e36e.u1-1ocT j e KOMnOHeHTa 111-!QlOpMaUHOHe 6e36e.D.HOCTH Kaja o6yxsarn KpHnT03a lllTHTY, ynpaBJba~be 
Kp11 11TOMaTep11jaJ111Ma "' p33BOj MCTO)la KpHnT03aWTHTe; 

20) 1<p1111T03aWT11Ta je np11MeH3 MeTo.ua, Mepa 11 nocTynaKa pa.u11 Tpa1-1ccjlopM11Cal-ba no.uaTaKa y 06J1 11K 1<oj11 11x 3a 
onpel)e1-10 apeMe 11n 11 Tpaj 110 LfHHH 1-1e.uocTyn1-111M 1-1eosnawhe1-111M n 11u11Ma; 

21) KpHnTOrpaclJCKH npOH3BO.D. je cotjJTBep HJIH ypel)aj nyi-eM Kora ce Bpurn KpHnT033WTHTa; 

22) KpHl1TOMaTep11jaJ111 cy Kp11nTorpacjJCKH np0113BO.D.H, no.uau11, TeX HHLJ Ka noKyMe1-1Tau11ja KpHnrnrpaclJCl<HX 
npo113so.ua, Kao 11 onroaapajyli11 1<p11nTorpaclJcK11 KibY'•es11: 

23) 6e36e.u11ocHa 3011a je npocrnp 11n11 npocTop11ja y Koj oj ce, y cKna.uy ca npon11c~1Ma o Taj1-1ocrn no.uaTaKa, 
o6palJyjy 11 LJysajy Taj1-111 no.ua u11 ; 

24) 111-tcl>OpMau1101-1a no6pa o6yxaaTaj y nonaTKe y .uaToTeKaMa 11 6a3aMa no.uaTaKa, nporpaMCKH KO.LI.. 
KOl-ICIJ11rypau11j y xap.naepCKHX KOMflOHeHaTa, TeXHH4KY "' KOpHCHH4KY no1<yMeHTau11jy, 3a11 11cc 0 KOp11LUlicH>Y 
xap,UaepcKHX KOM flOHeffrn, no.uarn1<a 113 .uaToTeKa 11 6a3a nonaTaKa 11 cnpoaolje~b)' npoue.D.ypa a1<0 ce 11cT11 BOJle, 
y11yi-pawl-be onwTe 3KTe, npouenype 11 cn 114110; 

25) ycnyr3 11Mcl>opMau1101-1or .upywrna je ycnyra y CM11cny 3aK01-13 KOjHM ce ypel)yje eneKTpo1-1c1<3 Tpro1rn 1-13; 

26) 11py>1canau ycnyr e 1111cpopMau1101-1or .D.PYWTBa j e npas1-10 n11ue Koje j e npy>Kanau ycnyre y crv111cny 3a1<01-1a 1<oj11t.-1 
ce ypel)yjc ene1<Tpo 1-1c1c3 Tpros111-1a. 

11 Mepe 33UJTnTe 

4JlaH 5 

McpaMa 3a1uT11Te cc 06e16eljyjc npese1-1u11je on 1-1acTaHKa HHUH.D.eHTa Koj11 yrpO)l<aBajy o6aBJbal-be .uenaTHOCTH 

.., 
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npeKpwajHor cy.na y Jla3apeBuy, OAHOCHO 3awn1Te no.naTaKa ca.np)l(am1x y VIKT Cl1CTeMy OLl HeOBnawheHor 
npHcryna, MOAHQ>HKau11je, KOp11wheH>e 11 .necTpyKu11je, Ha HaLfl1H .na l1Terp11TeT, rnjHOCT 11 pacnOJlQ)lntBOCT 
110.naTaKa He CMejy 611T11 KOMnpOM11TOBaHl1 

I. OpraH 113au110Ha cTpyKTypa, ca yTBpl'jeH11M nocnos11Ma 11 o.nrosopHOCTl11\ta 3anoc11em1x. KOj111\1a ce ocTBapyje 
yn pa13Jbal-bC 11HtjlOpMaU110HOM 6e36e,nl·IOWhy y npeKp wajHOM cy,ny y Jla3ape13UY 

LJna1-1 6 

Cl3aK11 3anoc11e1-11-1-Kop11c1-111K pecypca VIKT c11cTeMa je OilrosopaH 3a 6e36e.nHocT pecypca VIKT CHCTeMa Koje 
l<Op11CTH pa.D.H o6aBJb81ba nocJJOl3a H3 CBOje HaL(Jle)I<HOCTH. 

3a Kotrrpony H Hamop Han o6al3Jbat-beM nocnoBa 3anocneHHX-Kop1-1c1-11-1Ka, y UHJbY 3aWTHTe H 6e36eJlHOCTH VIKT 
c11cTeMa. Kao H 3a o6al3JbaH>e noc11013a H3 0611acT11 6e36e.D.HOCTl1 uenoKynHor Y!KT c11cTel\ta Hanne)Ka1-1 je CHCTel\1 
a.UM 11HHCTpaTOp npeKpwajHOr cy.na y Jla3apeBuy. 

2. 6e36e.n11ocT pan a 1-1a LlaJbl1HY H ynoTpe6a M0611111-111x ypel)aja 

LJnaH 7 

3anocneHH-KOpHCHHUH pecypca VIKT CHCTeMa, Mory nyTeM M06Hn HHX ypeljaja, Koj11 cy nonewe111-1 O,[\ cTpa 11e 
c11cTeM a.nMHHHCTpaTopa, .na npHcTynajy caMo onpeljeHHM JJ.enos11Ma VIKT c11cTeMa. Mo61-1nHH ypeljaj~• Mopajy 
61HH no.D.ew eHH TaKo JJ.a oMorylie c1-1rypaH H 6e36e.D.a1-1 np1-1cryn. 

3anocneHOM -t<opHCllHKY 3a6pa1-1>e1-1a je caMocTan 1-1a "11-1 cTa11au1-1j a cocjnsepa H nonewa13a1-i,e M061-1n11or ypclJaja, 
Kao H .nasa ~i,e ypel)aja '.npyrnM 1-1eosnawlieHHM n11u11Ma. 

C11cTeM a.D.M HHHCTpaTop csaKon 1-1es1-10 KOt1Tpon11we np11cTyn pecypc11Ma Y!KT cHcTel\ ta H nposepasa Hl\ ta n11 
np11cTyna ca 1-1eno3HaTHX ypeljaja (ca 1-1eno31-1aTHX MAC a.npeca) H aKo ce ycrnHol311 11eosnawhe1-1 npHcTyn Ta 
MAC a.npeca ce y 1-1oc11 y ,,block'' 1111cTy cocjnsepa KOjH ce Kop11crn 3a KOHTpony np11CTyna. 

Y cnyc1ajy 1rnapa Mo611nHor ypel)aja, c11cTeM aJJ.M HHHCTpaTop j e ny>1<aH .na npe npe.naje ypel)aja osnau1lieHOM 
ccps1-1cy. ypan1-1 Kon11j y nonaTaKa Koj11 ce 11ana3e 1-1a Mo611n1-10M ypeljajy, a noToM HX 06p11we 113 ypcl)aj a, 11 no 
nospaTKY 113 ceps11ca 1101-10130 spaTM nonaTKe y Mo6 1-1m-111 ypeljaj . 

3. 06e36el'jeH>e JJ.a n11ua Kaja KopHcTe VIKT c11cTeM on1-1ocHo ynpasJbaj y VIKT c11cTeMOM 6y.ny ocnoco6Jbe 1-1a 3a 
nocao 1<0j H pa.ne H pa3yMej y csojy o.nrosop11ocT 

4na1-1 8 

VI KT CHCTCMOM ynpaBJbaj y 3anocne1m y cKna.ny ca sa>KelioM CHCTeMaT113au1-1joM pa.nHHX MecTa. C1-1cTeM 
a.nM 11111-1cTpaTop j e JJ.)l)l<aH na csaKor KOpHcHHKa VI KT pecypca yno3Ha ca o.nrosop 11ocTHMa H npaBHJJHl\ ta 
l<OfJHWl'ietba VIKT pecypca npeKpwaj1-1or cy.na y Jla3apesuy. 

Csa1<0 1<0pHwlie11>e VIKT pecypca npeKpwajHor cy.na y Jla3apesuy o.n CTpaHe 3anocneHor-KOpHCH"IKa, Bal-I 
noneJbeHHX osnawlie11>a, nonne>I<e n 1-1cu11nn11HcKoj o.nrosopHOCTH 3anocneHor KojoM ce JJ.eq>Hmnue o.nrosopHOCT 
3a HeOBJlawheHO I<OpHwheH>e HMOBHHe. 

4. 3a wTHTa o.n pH3HKa Koj11 1-1acrnjy npH npoMeHaMa nocnosa HnH npecTaHKa pa.n1-tor a1-traJKOBaH>a 3anocne1-1or
Kop1-1cHHKa VIKT c11cTeMa 
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Ynai-1 9 

y CJ1y<1ajy np0Me11e nocnoBa, O,l!JIOCf-10 1-1a.une)Kf-IOCTl1 KOpHCl-IHK3-3anocne1-10r, a,UMHHl1CTpaTop Cl1CTCMa nc 
113Bpw11TH np0Me1-1y np11BHJlernj a Koje je KOpHc1-111K-3anocne1-111 11Mao y CKna.uy ca on11coM pa.nmtx 3a,naTaKa, a 1-1a 

oc110By 3axTeBa npeTnocTaBJbe1-1or py1<0Bo.u11ou.a. 

Y cnyciajy npecTa1-1Ka pa.D.1-1or aHra)1<0Ba~ba KOpHCHHKa-3anocneHor, KOpHCHl14KH Hanor ce yK11na. 
Kop11c1111 1< Vfl{T pecypca, HaKOll npecrn1-1Ka pa.nHor aHrIDKOBai-ba y cy.D.y, He cMe .D.a OTKp11Ba no.D.aTKe Koj11 cy O.ll. 

1Ha<iaja 1a HHcjJop~1a uH0 1-1y 6e36ellHOCT VIKT CMCTeMa. 

5. Vl.D.eHTl1CjJHKOBaf-be HHQ)OpMaUHOHl1X .D.06apa 11 O.D.peljHBa~be 0.ll.rDBOpHOCTH 3a f-bl1XOBY 3aWTl1TY 

Yna1-1 10 

Vf11 Cj)QpMaUHOHa Jl06pa cy CBH pecypCH KOj~f Ca,Up)Ke nOCJlOBHe HHCpOpMau11je npe1<pwaj1-1or cy.ua y Jla3apeB1ty. 
o.1:i,1-1oc 1-10, nYTeM 1<oj11x ce spw11 113pa.D.a, o6pa.D.a, <1y Baf-be, npe1-1oc, 6p11ca1be 11 y1-111wTaBaf-be no,naTaKa y Yfl{T 
c 11cTe~1 y, y1<Jbyc1yjyn11 cne ene1<Tpo1-1cKe 3an11ce, pa4y 11apc1<y onpeMy, Mo611n1-1e ypeljaje, 6a1eM nollaTa1<a, 
rJ OCJJOBHe a11JlHKaLt11je, KOHcjmrypau11jy xap.D.BepCKHX KOMllOHeHaTa, TeXHHLIKY 11 KOJJHCHl1LfKY .ll.OKyMeflTaUHj y, 
y 1-1 yTpaw~be npas11nH11Ke KOjH ce o.uHoce Ha VIKT c11cTeM 11 en. 

EB11ne1-1u11jy o 111-1cj)OpMau110HHM .uo6p11Ma BO.ll.H CHCTeM a.D.MHHHCTpaTop y nanHpHoj HJlH eneh.'TpoHcKoj cjJOJJMH. 

llpenMeT 3awrnTe o6yxnarn: 
1. xap.D.BepcKe ~1 cocjnnepcKe KOMnoHeHTe 111-1cpopMaT11<11<11x pecypca 
2. flO)laTKe KOjl1 Ce o6paljyjy 11JIH YyBajy Ha l1HQlOpMaT11<f Kl1M pecypc11Ma 
J. KOJJHCHM<fKe f·laJlOre H .D.pyre nO.UaTKe 0 KOpHCHH U11Ma HHCp0pM8Tl14KHX pecypca y npeKpwajHOM CY.ll.Y 

6. Knac11¢111<osa1-be no.naTaKa Ta1<0 .D.a HHBO 3awT11Te O.D.roBapa 3Ha<iajy no.uaTaKa y cKJla.D.y ca 1-1aYeJ10M ynpaBJbal-ba 
p~nMKOM H3 3a1<0Ha 0 11HCj)OpMaUHOHOj 6e36e.D.HOCTH 

lJJlaH 11 

n o.D.aUH KOj~• ce HaJla3e y VIKT CHCTeMy npeJJ.CTaBJbajy noCJlOBHY Taj Hy H Kao TaKBH MOpajy 6 HTH 3aLLITHl'iCHl1 y 
c 1<Jia1w ca o.1tpe.u6aMa Ype.D.6e o noce6HHM MepaMa 3awnne TaJHHX no.uaTa1<a y 
111-1¢opMaUHOllOTeJleKOMYHl1KaUHOHHM CHCTeMHMa (,,Cn. rnaCHHK PC", 6p. 53/20 11 ). 

7. 3awTHTa 1-1oca4a no.uaTaKa 
lJJlaH 12 

n onau11 Mory na ce c1-1 11Me (apxHBHpajy, 3an11wy) Ha cepBepy 1-1a KoMe ce c 1-111Majy no.uau.11 , y <l)OJIJlepy 11a}..l 1<0j11M 
lie npaBO npHCTyna HMaTH C8MO 3anOCJleHH-KOJJHCHHUH KOjHMa j e TO npaBO 06e36elje110 OllJlYKOM npe.D.Ce)lHHKa 
cy.ua. 

n onau11 11 JlOKyMel-ITH Mory .D.a ce CHHMe Ha .upyre HOCa<1e (eKCTepHH xap.u .ll.HCK, USB, CD, DVD) caMO 0.ll. CTpaHe 
OBJJawlieH HX 3anocneH HX-KOpHCHHKa. 

1 loca<fH HllCjlOpMaU.11ja MOpaj y 6HTl1 nponHCaHO 06eJJe)Kem1 11 0.lJ.JIQ)f<eHH Ha MeCTO Ha KOMe fie 6HTl1 3a WT11fieHl1 

on 1-1eoBnawlieHor np11cTyna. 

Y CJlyYaj y TJJ8HCnOpTa HOC848 HHQlOpM8UHja npeJ],Ce.D.HHK cyna fie OJJ.pe.D.HTH OllrDBOJJHY OC06)' H Ha<IHH 
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TpaHcnoprn. 

y cJJy<iaj y 11cTeKa poKoBa yysal-ba no.naTaKa Koj 11 ce Hana3e ~1 a HOCaLrnMa, no.nau.11 Mopajy 6wrn TpajHo 06p11ca1-111, 
aKO TO 1111je Mor ylie, TaKBl1 HOC8LIJ1 Mopaj y 611T11 cjJH3114K11 OWTene1111 O.D.HOCHO )'H l1WTeH~I. 

YJJaH 13 

npHCTyn pecypC ~I Ma (;!KT Cl1CTeMa onpeljeH j e BpCTOM HaJJora, 0.Ll.HOCHO .ll.O.D.eJbe llOM )'JIOfOM Kojy 3anOCJICHH
KO JJHCllHJ< HMa. 

3anocJJeHH KOjH HMa a,Ll.M 11Hl1CTpaTopCKH HaJJor, 11Ma npasa np11cTyna CBl1M pecypc~1Ma (;! KT Cl1CTeMa 
(cocjnsepcKHM 11 xap.nsepcKHM, Mpe)KH 11 Mpe)l<HHM pecypc11Ma) y UHJb)' HHCTaJJau11je, o.up)1<asal-ba, no.new<rna1-ba 
11 y npas11>al-ba pccypc~1Ma (;!KT c11cTeMa. 

3anocJJeHH-KOJJHCHHK MQ)f<e .na KOJJHCTH CaMO CBOj KOp11CHHYKH HaJJor KOjH j e .n.06110 o.n a.nM l1Hl1CTparnpa H He 
CMe .na OMOry li11 .npyroM JJ 11U)' Kop11wnel-be 1-berosor KOpHCHHLIKOr HaIIOra, CeM a,Ll.MHHHCTpaTopy 3a 110.newasa~i,e 
1<0p 11Clll1'-l KOr npoqmJJa H pa.nHe CTaHHLJ.e. 

3anOCJICHl1-KOJJHCHHK KOj H Ha 6HJJO KOjH HaLJHH 3JJoynoTpe6 ~1 npasa, O.D.HOCHO pecypce (;!KT CHCTel\la, nO.D.JJC)J<e 
l<pHBHLJJJOj H .D.MCL(H llJIHHCJ<Oj o.nrosopHOCTH. 

3anocJJeH11-Kop11cH 11K .n~1<aH j e .na nowTyje 11 CJJe.nena npas1rna 6e36ew1or 11 np11 MepHor Kop11wne1·ba pecypca 
(II KT c11cTeMa 11 To .na·: 
I. KOp11CTl1 11H(l)OpMaTl14KC pecypce HCKJb)'Y HBO y llOCJIOBHe CBpxe; 
2. np11xsaT11 .na cy cs 11 110.nau.11 Koj 11 ce CKJJa.n11wTe, npe1-1oce 11J1 11 npouec11pajy y OKB11 py 11HcllopMaT11YK11x pecypca 
BJ"JaCHHlllTBO npe1<pwajHOf cy.na )' Jl~13apesuy; 
3. nocTyna ca nosepibHBHM no.nau11Ma y cKJJa.ny ca npon11c 11Ma, a noce6Ho npHJJHKOl\J Kon11paiba 11 npe11oca 
110.naTa1<a: 
4. 6e36e.nHO Y)'Ba csoj e JJ0311HKC, OJJ.HOCHO .na HX He o.naje .npyrnM JI HUl1Ma; 
5. Me~ba JI03HHKe carnac110 yrnpljeHHM npas11J1 11Ma; 
6. npe CBaKOr y.naJbaBal-ba o.n pa.nHe CTa HH UC, o.njas11 ceca Cl1CTeMa, O.D.HOCHO 38KJb)'Ya pa.LI.HY CTaH11uy; 
7. 3axTeB 3a 11HCTaJJa u11j y coqn sepa 11J1 11 xap.nsepa no.nHOC11 y n11ca1-1oj c!JOJJMH, o.no6peH o.n CTpaHe Henocpe.nHor 
pyKoso.n11oua; 
8. 06e16e.n11 c11 rypHOCT no.narnKa y CKJJa.ny ca Ba)l<en11M npon11c11Ma; 
9. 11p11cTyna 111-IQJOpMaTl14K11M pecypc11Ma CaMO Ha OCHOB)' CKCnJJ11UHTHO .no.neJbeHl1X KOp11CHWIKl1X npasa: 
I 0. He CMe .na 3aycrnsJba pa.n HJJH 6p11 we aHT11s11pycH11 nporpaM, Mel-ba 1-berose no.uewe1-1e onu11je, 1-1~1T11 J:ta 

11eosJJawne1-10 11HcTaI1 11pa .npy rn a1-1T11s11 pyc1-111 nporpaM; 
11. Ha paJJ.HOj cTaHHUH He CMe .na cKJJ a.n11wT11 ca.np)1<aj Koj11 He CJJ)')KH y nocJJOBHe cspxe; 
12. 113paljyje 3awrnrne Kon11je no.narnKa y CKJJaJJ.Y ca npon11caH11M npoue.nypaMa; 
13. KOp11CTl111HTepHeT11 eJJeh'TpOHCKY nowry y CKJJa.ny ca npon11ca1-111M npoue.nypaMa; 
14. np 11xsaT11 .na cs11 np11cTyn 11 111-1cpopMaT11Y1<11M pecypc 11Ma 11 111-1 cl>0pMau11j aMa Tpe6a .na 6y.ny 3ac11osa1-111 11a 
11p~111 u11 ny M111111 MaJJHe Heonxo,U1-tOCT11; 
15. np11xnaT11 .[(a Tex H11 Ke c11rypHOCT11 (a11T11 n11pyc nporpaM11, qrnpewaJJJJ, c11cTeM113a .[(eTeKu11jy yna.na. cpe.ncTBa 
3a w11cl>p11 pa1-be, cpe.ncTBa 3a nposepy 111-1Terp11TeTa 11 .np.) cnpeYasaj y noTeHu11jam1e npeTl-bC (;!KT CHCTeMy. 
16. He CMC .na l1HCTaI1 11pa, MO.D.11cp11Kyje, MCKJb)''-lyje 113 pa.na 11Jl l1 6p11we 3aWTl1TH l1, CHCTCMCKM 11Jll1 anJJHKaTJ1BHl1 

coclnsep. 

9. 0JJ.o6pasa~be OBJ1awl'ie11or np11cTy na 11 cnpeLJaBal-be 1-1 eosJJawl'ie1-1or np11cTyna (;!KT c11cTeMy 11 ycJJyraMa 1<oje 
VI KT c11cTeM np~1<a 
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LfnaH 14 

rtpa130 npHCTyna HMajy caMO 3anocneHH-KOpHCHHUH KOjH HMaj y anMHHHCTpaTOpCt<e HJlH KOpHCHHLIKC 11anore. 
AnMHHHCTpaTOpCKH t1aJlor je jenHHCTBeHH Han or KOjHM je OMory lieH npHCTyn H anMHHHCTpauHj a CBHX pecypca 
VI KT cHcTeMa, Kao 11 OTBapatne HOBHX H H3MeHa nocTojeliHx Har1or a. AnMHllHCTpampcKH Hanor Mmt<e na KOpHCTH 

HCKJbyclHBO CHCTeM anMHHHCTpaTOp npeKpwajHOr cy)J.a. 

Kop11c1-JHLJKH 1-1anor ce cacTojH on KOpHCHHlJKOr HMe1-1a H Jl03HHKe Ha ocHoBy KOjHx ce spwH ayYe1HHCj)HKaUHja -

nposepa HAeHrnTeTa H ayrnpH3auHja - npoBepa npaBa npHcTyna, O.UHOCHO npaBa 1<op11wlietna pecypca VI KT 
CHCTeMa on CTpa1-1e 3allOCJleHOr-KOpHCHHKa. 

KopHc1--1H•1KH Hanor .no.neJbyje anMHHHCTpaTop, 1--1a oc 1--10By 3axTeBa 3anocnettor 33A)01<eHor 3a ynpaBJba1-be 
JbY!lCKHM pecypCHMa y capaJll-bH ca 11enocpenHHM pyKoBOAHOUeM, a y cKJlany ca noTpe6aMa o6aBJbaH>a 
nocJIOBHHX 3anaTaKa on cTpaHe 3anocne11or-Kop11cHHKa. 

Anl\IHJ-JHCTpaTOp BO.llH eBH,lleHUHjy 0 KOpHCl-IH4KHM HaJl03HMa, nposepaBa H>HXOBO KOpHwlietne, Mel-ha npaBa 
1tpHCTyna H YKHna KOpHCl-fHLJKe HaJlore Ha OCHOB)' 3aXTeBa 3anocJ1eHor Ha llOCJlOBHMa ynpaBJbatna Jb)'nCKHl\I 
pecypc~t Ma, o.ni;oc 1--10 1-1anne)1<1-10r pyKOBO.llHOUa. 

I O.Yrnpl) 11 Ba11>e o.nrosopHocTH r<opHCHHKa 3a 3awTHTY concrneHH X cpencTaBa 3a ayYeHTHQ)HKau11jy 

LfnaH 15 

Kop11c1--1 H4KH Hanor ce cacTojH on KOpHCHHLtKor HMe1rn H JI03HHt<e. 

KopHCHH4KO HMe ce 1<pe11pa naTHHH4HHM n11cMOM no MaTpHUH (npBo cnoBo 11MeHa H ueno npe3HMe) Kao jen 1-1a 
pelf pa3,UBOje110 j e,UHHO TalfKOM H 6e3 y noTpe6e CJlOBa I), )J<, Jb, ~b, Ii, 4, U, w. Jlo3HHKa MOpa na canp)l<H MH HHM)'M 
ocaM 1<apa1<Tepa, caCTaBJbeHHX KOM6HHaUHjOM JlaTHHHlfl-fHX BeJI HKH X 11 MaJlHX CJlOBa Kao H 6pojeBa. Jlo3HHKa He 
Cl\te .ua ca.up)l<H HMC, npe3HMe, naTyM pol)e1ba, 6poj TenecjJoHa H npyre npeno3HaTJbHBe no.uaTKe. 

At<o 3anocJ1eH11-1<opHc HHt< nocyM1-ba na j e n pyro nHue OTKpHno ~1>erosy no3HHKY ny)1<a11 je na 11cTy onMax M3MeHM. 

3anocneHH-t<OpHCHHK ny)K3H j e .na Melba Jl0311HKY je.[{HOM Mece•tHO H HCTa J103H HKa He CMe na ce llOHaBJba y 
BpeMeHCKOM nepHony o.n ro)lH ll)' na1--1 a. 

Kop~ICHHLJ KH Hanor l\tmt<e .na ce KpeHpa H Ha OCHOBY no.narnKa KojH ce Hana3e Ha MenHjy ca KBamHjJHKOBaHHl\t 
eneKTpOt-ICKHM cepTHCj)HKaTOM ( Hnp. JlH4Ha KapTa ca 4HllOM H ynHC3HHM cepTHCpHKaTOM) . 

..Qeo np11jaBJbHBa1ba y HKT CHCTeM npeKpwajHor cyna y Jla3apeBuy BpWH ce y6auHBa1-beM Me.u11ja ca 
eneKTpOHCKHM cepTH<jJHKaTOM y 4HTa4 KapTHue. 

I leosnawlie1-10 ycTy11 a~1>e KOpHCllH4KOr Hanora Kao H MeAHJa ca eneKTpOHCKHM cepTHQJHKaTOM ApyroM n11uy, 
nonne>Ke nHCUHllJlHHCKOj onrosopHOCTH. 

11. <DH3 H4Ka 3aw THTa o6jeKTa, npocTopa, npocTopHj a onHOCHO 301-1a y KojHMa ce Hana3e cpe.ncrna H noKyMeHTH 
VI KT CHCTeMa H o6pal)yj y nonauH y YI.KT CHCTeMy 

LfnaH 16 

y U~IJbY cjJH3HlfKe CHrypHOCTH H11CpOpMaTH4KHX pecypca MOpajy ce 06e36e).J.HTH cneJ.].eliH ycnOBH: 
I. cepsep11 , CTOPHUH H KOMYHHKaUHOHO lfBOpHwTe y npocTOpHjaMa cyna Mopajy fo1T11 CMewTeHH y noce6 1-1oj 
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npocTOp11j11 ( cepsep co611), Koja 11cnyl-basa cTaHJJ,apJJ.e npoT11sno)l(apHe 3awT11Te 11 noce.D.yje HenpeK11.llHO 
Hanajal-be eJ1eKTpl1YHOM eHeprnjoM 11 aJJ,eKsaTHY KJl11MaT113au11jy 11 Koj oj je 3a6paH>eH np11cTyn 11e3anocnc1111 1\1 

JIHIJ.MMa; 
2. np11cTyn cepsep co611, nopeJJ. n11ua Koja cy 3aJJ.y)f<eHa 3a OJJ.P)Kasal-be HKT c11cTeMa, Mory 11Marn 11 .npyra rn1 ua, 
Y3 11peTXO)lHO o.no6pe1-be npe)J.Ce)J.Hl1Ka cyJJ.a; 
J . pan Ha cTaH11ua rvtopa JJ.a 6y.ne np11rvtepHo cp11311t1K11 o6e36eljeHa ca UMibeM .neTeKu11je M 0HeMoryliasa1-ba 
cp 11311LJKOr np11cTyna MJl l1 OWTelie1-1>a Kp11Tl1LIHl1X KOMnOHara; 
4. npocTop11je y KOj 11Ma ce TpeHyTHO He 6opas11 Mopajy 611T11 06e36eljeHe o.n Heosnawlie1-wr clrn3HLJJ<or np11cTyna: 
5. WTaMnaYl1 , Kon11p Maw111-1e 11 ~JaKC MaWHHe MOpajy 6HTl1 nou11pa1-1e YHyTap cp113HYKl1 6e36e)J.He 30He, pa.n11 
cnpe4aBaH>a 1-1e0Bnawhe1-1or Kon11pa~ba M npe1-1oca OCeTihHBHX HHcjJopMaUHja; 
6. Me)l11j1-1 ca nosepJbHBHM no.na u1-1Ma Mopajy 611TH 3awn1lieH11 OJJ. 1-ieayTop113osa1-1or np11cTyna 11 nperne)J.a. 

12. 3awrnTa o.n ry611TKa, owTeliel-ba, Kpalje 11n 11 JJ.pyror 06n11Ka yrpo)l(aBal-ba 6e36eJJ.HOCTH cpe.ncTasa Koja LJyJJte 
HKT c11cTeM 

4naH 17 

Y11a1 y npocTOp1-1je y Kojoj ce 11ana311 HKT onpervta, .U03BOJbeH j e carvto a,nM11 1-111cTpaTopy VI KT c11cTeMa 11 
31mocne1-111M-Kop11c1-111u11Ma VI KTc 11cTeMa. 

Oc11 M aJJ,M 111111cTpaTopa c11cTeMa, np11cTyn aJJ.M HHHCTpaT11s1-1oj 30Hl1 Mory 11Mar11 11 Tpelia m1ua y u11Jby 
11HCT8JlaU11jC 11 ceps11c 11pa~ba O,npeljeHl1X pecypca JllKT CHCTeMa, a no npeTXO.[.\HOM O)J.06pet-by n pe.[.\CeJJ,Hl-tKa cyJJ,a 
11 y3 np11cycTBO 1-1aw1e)1<Hor n11ua. 

np1-1cTyn a.Ll,M l1Hl1CTpaTl1Bl·IOj 30Hl1 Mory 11MaTl1 H Jl 11Ua KOja np~Kajy ycnyrc OJJ.p)(<aBatba X11rHjeHe y3 npHCYCTBO 
11a.nJ1C)KHOr JI HUa. 

A.Ll.Ml1 Hl1CTp8Tl1 BHa 30Ha MOpa HMaT11 npoT11snmKap1-1y onpeMy Koja ce KOp11CTl1 ca~to y CJl)'L18JY JlQ)t<apa y 
f1pOcTOp11j11 y Koj oj ce 1-1ana311 VIKT onpeMa 11 MeJJ.11j11 ca no.n.au11Ma. 
Cepsep11 11 aKT11s1-1a Mpenrna onpeMa (switch, MOJJ,eM, router, firewall) Mopajy crnn1 10 611T11 np11KJbyctc1-111 Ha 
ypeljaje 3a 1-1enpe1<11JJ.HO Hanajal-be ene1<Tp11L11-10M e1-1epr11joM - YTIC. 

Y cnyc1ajy 1-1ecra1ma eneKTp11YHe e1-1epr11je, y nep 110JJ.y JJ.~t<eM OJJ. 1<anau11Tern Y n C-a osnawlie110 n 11ue .u~1rno je 
11a HCKJb)'LJl-t onpeMy y c1rna.ny ca npoue.nypaMa npo113soljaYa onpeMe. 

VIKT onpeMa ce y cnyltaj y onac1-1ocT11 (nm1rnp, speMeHcKe 1-1enoro.n.e 11 en .) Mm1<e m HeT11 11 6e3 o.n.o6petba 
npe,nce)J.Hl1Ka cyJJ,a. 

Y CJl)'Yajy 113HOWe~ba onpeMe pa.n.11 CeJ111JJ,6e 11Jl l1 ceps11C11pa1-ba, HeOnXO.Ll,HO j e OJJ,06petbC npe)l.CC)J.Hl1Ka C)')J.a KOjH 
lie OJJ.pen11T11 ycnose, HaLtl1H 11 MecTo 113Howel-ba onpeMe. 

AKO ce onpervta 1131-1oc11 pa.n11 ceps11c11pal-ba, nope)]. oJJ,o6peH>a Tipe)lcen1-1111<a cy.na c11cTeM a.nM 111-111cTpaTop je JlY)J<a 11 
)la caLJl1HH 3an11cH11K y KOMe ce 11aso.n.11 Ha311 B 11 T11n onpeMe, cep11jc1<11 6poj, Ha311B ceps11cepa 11 1<paTa1< om1c 
1<sapa. 

YrosopoM ca ceps11cepoM Mopa 611T11 JJ,ecp111-111caHa 06ase3a 3awT11Te noJJ,aTaKa 1<oj 11 ce 11ana3e Ha ~t e}..l11j11Ma 1<oj11 
cy .neo VIKT pecypca npe1<pwaj1-1or cy.D.a y Jla3apesuy. 

13. 06e36elj11 sa~bc 11cnpaBHor 11 6e36e.u11or cpy11 1<u1101-111cal-ba cpe.ncrnsa 3a o6paJJ.y no)laTaKa 

4naH 18 

3anocne1-111 1-1a nocnos11Ma YIKT c11cTeMa KOHT1-11-1y11paHo Ham 11py 11 nposepasajy QlYHKUl10H11CaH>c cpe.ucTasa 3a 
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o6pa.n.y no.n.anKa 11 ynpaBJbaj y pH3HUHMa KOjH Mory yrnuarn Ha 6e36e.n.HOCT HKT c11cTeMa H y CKJJa.n.y ca rnM 
nJJ aHHpajy, 0}1.HOCHO npeJJ.na)KY npe.n.ce}J.HHKY cy.n.a O,ll.rOBapajytie Mepe. 

npe ysoJjeH>a y pa.n. HOBOr COcj>TBepa HeOnXOJJ.HO j e HanpaBHTH KOnHjy apXHBe nOCTOjetiHX llOnaTaKa. Y UHJbY 
np11npeMe 3a npouenypy spatiaH>a Ha npeTxonHY cn611nHy sep311jy. 

VIHcrnn11pa ~be HOBor cocjJTsepa Kao 11 a)1<yp11paH>e nocTOjetier, onHOCHO HHCTanau11ja Hose sep311je, MQ)1<e ce 
BpWHTH Ha Ha4HH KOjH He OMeTa onepaTHBHH pan 3anocneHHX-KOpHCHH1<a. 

Y criajy .n.a ce Ha 1-1osoj sep311j11 cocjnsepa Koj11 j e yseJJ.eH y onepaTHBHH paJJ. npHMeTe 6 11THH He.nocTa1..u1 KOjH 
Mory YTHUaTH Ha pa.n., rIOTpe6110 je npHMeHHTH npoue.n.ypy 3a apalia~be Ha npeTXO.UHY cn6HJJH)' nep3 1~jy 

cocjr rnepa. 

I 4.3awTHTa nonaTaKa H cpencnsa 3a o6pa.n.y nonaTaKa on 3no1-1aMepHor cocjnsepa 

LJnaH 19 

3awTHTa o.n. 3no11aMcpHor cocjnsepa Ha Mpe)KH cnposo.n.11 ce y UHJbY 3awTHTe o.n. BHpyca H npyre spcTe 
3JIOHaMepHOr Kana KOjH y paLtyHapcKy Mpe)K)' Mory nocneTH HltTepHeT KOHeKUHjOM, HMejnoM, 3apro1<eHHM 
npe11ocHHM rvien 11j11Ma (USB MeMop11je, CD HTn.), HHCTanau11j oM Hen11ue1-1u11paHor cocprnepa 11 en. 

3a ycnew1-1y 3awrnTy on 3noHaMepHor cocj>TBepa npeKpwajH11 cyn y Jla3apesuy csojy nenaniocT o6aBJba npeKo 
J lpasocyJlJ1e" WAN Mpe)Ke Kaja HMa orpaHHYeH np11cTyn, TaKolje 11a csaKOM paLJyHapy j e 1111crnn11pm1 
a11THBHpyc1111 nporpaM KOjH ce CBaKOnHeB JJO aYTOMaTCKM a)f(yp11pa. 

Y UHJb)' 3awT11Te on HKT c11cTeMa on Man11u1103HOr cocjnsepa 1-1eonxonHa je np~1 Me Ha n11ueHu11paHor cocj>rnepa. 
O.ll. JJOCHO 3a6paHa 1-1eaYTop113osaHor cocjnsepa. 

n peHOCHBM Men11j11 npe KOpHwliel-ba MOpajy 6Hrn nposepeHH Ha np11cycrno BHpyca. AKO ce YTBP.D. 11 .n.a npellOCHBH 
Men11j ca.n.p)KM trnpyce, spurn ce Lt11wliel-be Me.n.11ja OJ\ s11pyca, y3 carnacHocT .D.OHoc11oua Me.n.11ja. 

P1-t3MK o.n. eseHTyam1or ry6HTKa no.n.aTaKa np1rnHKOM Y11wlie1ba Me.n.11ja aHTHBHpycHMM cocjnsepoM, c11oc11 
/\OHOCHnau Me.n.11ja. 

3a11ocneHHM-KOpHCHHUHMa KOjH cy npHKJbyYeHH 11a 11KT CHCTeM, CTporo je 3a6patbeHO caMOCTam10 
npHKJbYLJHBa Jbe Ha HHTepHeT ( npHKJbYYHBal-be npeKo concrneHor MO.D.eMa) Kao H 11e.D.03BOJbe11a ynoTpe6a 
MI JTepHeTa KOja o6yxBaTa: 
- HHCTaJJHpal-be, .D.MCTp 116yu11jy, ornawaBaH>e, npeHOC HnH Ha .n.pyrn Ha4 HH 4Hl-be~be .D.OCTYnl-IHM .. nHpaTCl<HX" HnH 
.n.pyrnx cocjnsepc1<11x npo113so.n.a KOjH 1-111cy n 11ue1-1u11paH11 Ha orosapajyli11 HaLIHH; 
- Hapywasa11>e CHrypHOCTH Mpe)J(e HnH 11a .n.pyrn Ha4HH OHeMoryl'laBaH:.e nocnOBHe HHTepHeT KOMYHHKau11je: 
- HaMepHO w11pe1-1:,e .n.ecTpyKTHBHHX "' oncTp)'KTHBHHX nporpaM a Ha ~I HTepHery (HHTepHeT BHpyc11, HllTepHeT 
TpojaHCKH KmbH, HHTep1-1eT upBH H .n.pyre apcTe MMHUl103HHX cocjnsepa); 
- 11e.1J.03BOJbeHo Kop11wlie1+>e .n.pywTBe1-111x Mpe)I<a 11 .n.pyrnx HHTepHeT ca.n.p)l<aja Koje j e orpaHHLteHo; 
- npey311MaH>a (download) no.n.arnKa BenHKe ,,Te1KHHe" 1<oj11 npoy3p0Kyjy ,,3aryweH>e" 1-1a Mpe)t<H; 
- npey311Mal-be (down load) MaTep11jana 3awrnlieH11x ayTOpcKHM npaa11Ma; 
- 1<op11wlie11>e m1111<0Ba 1<oj11 HHcy y se311 ca nocnoM (rne.n.al-be cjrnm 1oaa, ay.n.110 11 s11.n.eocTp11M111-1r Hen.); 
- He.U03BOJbe11 np11cryn ca.n.p)t<aj y. npoMeHa ca.n.p>Kaja, 6p11caH>e 11n11 npepa.n.a ca.np)l<aja npeKo 111-1Tep11ern 

3anocneHHM-KOpHCJJHUHMa KOjH HeaJ].eKBaTHHM KOpHwliel-beM HHTepHeTa y3p0Kyjy 3ary1ueH>e, npCKHLl y pa.n.y 11n 11 
11apyw asaj y 6e36enHOCT Mpe)Ke MQ)Ke ce ony3ern npaso np11cTyna. 

Y UMJb)' c11ryp1·1ocrn Kop11 wlie1-ba ceps11ca eneKTpOHCKe nowTe MOpajy ce no1.uTOBaTH cne.n.etia npaBMna: 
- eneKTpOHCKa nowTa ca np11n03HMa He CMe ce OTBapaTH 8KO .D.OJTa3H ca C)'MJbMBHX "' HCn03H8THX a.n.peca, Beli ce 
t-topa H36p11caT11; 
- 1a6paH>CHO j e Kop11wl'ie1be eneKTpOHCKe nowTe y np11saTHe cspxe (He cMejy ce KOpHCTHTH nocnoBHM 11ano3~1 
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eneKTpoHcKe nowTe y np1.rnaTHe cspxe) 

15. 3awnna o.u ryfotTKa no.uaTaKa 

4naH 20 

3amnna o.u ry611TKa no.uaTaKa y npe1<pwajJ-JoM cy.uy y JlcnapeB L\Y o6e36eljyj e ce Kpe11pa1-beM pe3eps1-J11x 1<0m1ja 
Ha eKcTepHoM .u11cKy Koj11 je npon11caHo o6ene)[<eH 11 4y sa ce Ha o6e36e1)ettoM MeCTy. C BaKa paJJ. J-Ja crnH11ua HMa 
KOHc]mryp11caH ceKyH.uapH11 xap.u .u11cK Ha KOMe ce Kon11pajy no.uau11 . C s11 .uoKyMeHT11 WTaMnaHH 1r13 V!KT c 1r1cTe~rn 
Ce MeMOp11w y KaO n,l],<D ,UOKyMeHTlrl . 

16. 06e36elje~be 1t1HTerp11TeTa cocj>rnepa 11 onepaT1t1BH11x c1r1cTeMa 

1-lnaH 21 

Y VfKT c11cTeMy Mm1<e .ua ce 11Hcrnn11pa caMo cocjnsep 3a Koj11 nocToj1r1 sm1<ena n 11ueHua, o.u1-1ocHo Freewere 11 
Opensource sep3Hje. 

Vl11acTanauHj y H no)J.ewasa1-1>e cocjnsepa MO)Ke .ua spwH caMo cHcTeM a,D.M H1-11t1cTpaTop llpe1<pwajHor cy.ua y 

Jlmapesuy. 

V1HcTanau1r1j y H no.uew asal-be cocjnsepa ~10)[<e .ua H3Bpw1r1 H Tpehe n1r1ue, y cKna.uy ca YrosopoM o 1-1a6aBL\H, 
O.UHOCHO o.up)1<asa l-by cocjnsepa. 

llpe CBaKe H1-1crnna u1r1je Hose sep3Mje cocjnsepa, O.UHOCHO no.uew asal-ba, Heonxo.uHo j e HanpaBMTM KOllHjy 
110CTOjel1er, l<a KO 61-1 ce o6e36e,UHJ1a Mory i1HOCT nospaTl<a Ha npeTXO.UHO CTal-be y cnyyajy HeOLJeKHBal-IHX 
cHTyau11,1a. 

17. 3awTHTa o.u 3JlOynoTpe6e TeXHH 4KHX 6e36e,UHOCHltlX CJ1a60CTH 11KT CHCTeMa 

4naH 22 

YKOJllrlKO ce 11.ueHTHcjrnKyj y cna60CTH KOj e Mor y .ua yrpo3e 6e36e,UHOCT V!KT CltlCTeMa, Cl1CTeM a,UM ltlllHCTpaTop j e 
.UY)I<aH .ua 0,UMaX H3BpW1t1 no.uewa sa~ba, O.UHOCHO HHCTan1r1pa cocjnsep KOjH he OTKJlOHHTH yoLJe1-1e CJ1a6ocn1. 

llo.uew aBal-beM KOpHCHl14Kl1X nOJIHCa o.u CTpa1·1e CHCTeM a,UM lrlHHCTpaTopa OHeMoryl1eHO j e HHCTan11pa1+.e 
cocjrrsepa KOjH MmKe ,UOBeCTlrl .uo y rpm1<aBal-ba 6e36e.uHOCTH V!KT CMCTeMa. 

18. 06e36elje1-1>e .ua a1<T1t1BHOCTH Ha pes11311jH VIKT c11cTeMa HMajy WTO Mal-b11 yn1uaj 1-1 a cl>y1-11<u110H11cal-be c11cTe~rn 

4JJaH 23 

PeBM31t1ja V!KT ClrlCTeMa ce MOpa BpWMTH n tKO .ua HMa WTO Ma~bH yTHuaj Ha noCJlOBHe npouece 
KOpHCHHKa3anocJ1e1-111x . YKOJlHKO TO HHje Moryne y pa,UHO BpeMe, OH,Ua ce spw 1r1 HaKOH 3aspweT1<a pa.UHOr speMCHa 
1<op 11c 1-1111<a-3anocne1-11r1x, LJHj1r1 6 1r1 nocnoBHH npouec 61r10 OMeTaH, y3 npeTXO.UHY carnac 1-1ocT llpe.uce.uH111<a cy.ua. 

19. 3aw THTa no.uaTaKa y KOMYHHKauHOHHM Mpe)[<aMa YKJbyYyjyn1r1 ypeljaje 1r1 so.nose 
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lfnaH 24 

KoMyHHKaUHOMl-1 Ka6JJOBH H Ka6JlOBH 3a HanajaH>e MOpajy 6HTH nocTaBJbeHH y 311JlY HJ1 11 Ka11an11uaMa, TaKO .na cc 
0HeMor yh11 HeoBnawneH np11cTyn, OJlHOCHO )lace H3Bpw11 113onau1-1ja on Moryner owTenc1ba. · 

Mpe11rna onpel\ta (switch, router, firewall) Mopa 611T11 o6e36eljeHa 11 nou11paHa Ha npon11caHHM MeCTHMa, 
)lOCrynHa CHCTeM a.nrv111HHCTpaTopy Koje je Jl)i)KaH )la BpWH KOHTpony uen0Ky m1e Mpe)f(He 011peMe 11 
6naroBpeMeHO npey311Ma Mepe y UHJbY OTKJ13th3~ba eBeHTY3JlHHX HenpaBHJJHOCTH. 

DC3)1(11Lll~ a Mpe)f<a Koj y Mory KOpHCTHTH noceTHOUH o6jeKTa y Ha)lJle)KHOCTH npeKpwajHor cy.ua y Jla3apeBUY 
l\IOpa fa1T11 O,UBOj c1rn on HHTCpHe Mpe>Ke Koj y KOpHCTe 3anocneHH-KOp11c1111u11 cy.ua, Kp03 Kojy ce BpWH pa31\1Clla 
cny>1<6eH11x no.naTaKa. 

20. 6e36e.nHocT no.n.arnKa KOJ H ce npeHoce yHyTap onepaTOpa 11KT c11cTeMa, Kao 11 H3Meljy onepaTOpa 11KT 
CllCTeMa 11 n11ua Bml onepaTopa 11KT Cl1CTCMa 

lfnaH 25 

npeHoc1-rn11 Me.u11j 11 Koj11 ca.up>1<e no)laTKe Mopaj y .n.a 6yny npon11ca110 o6ene)f<CHH 11 non11ca1111. 

npcHOC Me.n.11ja Kao 11 HaLll1H npeHOCa YHyTap H BaH onepaTopa Yfl{T Cl1CTeMa o.n.peljyje npe.D.CCLl.HHK cyna. 
npc110Cl1B11 MC.D.HjH 11pe CTaBJba lba BaH ynoTpe6e MOpajy 6HTH CjJl13114Kl1 YHHWTCHH. 

2 1. npcBeHUHja 11 pcarOBathe Ha 6e36e)lHOCHC HHUH.D.CHTC, WTO nO)lpa3yMeBa a.n.eKBaniy pa3MeHy HllCj)Opl\1au11ja 
o 6e36c.n.HocH11M cna6ocT11Ma VIKT c 11cTeMa, HHUH.UeHTHMa 11 npeTH>aMa 

YnaH 26 

y cnyc1ajy 6 11no KaKBOr HHUH.UCllTa KOjH MO)f(e .n.a yrp0311 6e36e,UHOCT pecypca 11KT CHCTCMa, 3anocneH11 
KOpHCHl1K j e Ll.Y>KaH .na O,UMaX o6aBCCTl1 CHCTCM a)lM11HHCTpaTopa npeKpwajHOr cy.n.a. 

!lo np11jeMy np11ja13e CHCTCM a,UMHH11C"rpaTOp je JlY>KaH .n.a 0 TOMC o6aBeCTH npe)lCCLl.HHKa cy.na 11 npey3MC Mepe y 
U11Jb)' 33WTl1Te pccypca 11KT CHCTeMa. 

C HCTCM a,UMHHHCTpaTop BO.UH CBHLl.CHUHjy 0 CBHM 11Hl(l1JlCHT11Ma, Kao 11 np11jaBaMa 11HU11.UCHaTa,y CKJla.ny ca 
ype.n.6oM, Ha OCHOBY Koj e, nponrn o.n.roBOpHor n11ua, Mory .n.a ce BO)le .u11cu11nn11Hc1<11, npe1<pwajH11 11n 11 1<p11 BHLIHH 
nOCT)'llUH. 

22. Mepe KOje 06e36eljyj y KOHTHHYHTeT o6aBJb3~ba nocna y BaHpe)lHl1M CHTyauHj aMa 

lfnaH 27 

y cnyc1ajy BaHpCJlHHX OKOJIHOCTH, Koj e Mory )la )lOBeny .no H3MCWTatha 11KT CHCTCMa 113 1rpa.n.e cy.na CHCTeM 
a,UMHHHCTpaTOp j e Ll.Y)l<aH .ua y Haj 1cpaneM poKy npeHece )lCJlOBe 11KT CHCTeMa Heonxo.n.He 3a cllYH KUHOHl1Ca~be y 
aaHpenHoj CHTyauHjH Ha pe3epBHY 110Ka u1-1j y, y cKJlaJJ.y ca n 11a1-1 oiV1 pearoaa1-ba y BaHpeJlHH~1 H Kp J.-13 1111 ~1 
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Cneu.HclmKaU.Hjy ti.enosa YfKT CHCTeMa KojH cy Heonxoti.HH 3a cllYHKU.HOHHCal-be y sa1-1pc.D.HHM cHryauHjaMa 
H3pal)yje CHCTeM aJJ,MHHHCTpaTOp H TO y TpH npHMepKa, O.D. KOjHxje jeti.aH KO.Ll 1-bera, .LlpyrH l<O.Ll Ha,nne>KHOr opraHa 
3a nocnose ot1.6pa11e H saHpet1.11e CHTya u.Hj e, a TpenH npHMepaK KOtJ. Ilpet1.cet1.HHKa cyti.a. 

,[J,enos11 VIKT cHCTeMa KojH HHCY 1-1eonxot1.1-1H 3a cl>YHKUHOl-IHCal-be y sa1-1pet1.HHM CHTyau.HjaMa, CKJla.D.HWTe ce 1-1a 
pe3eps 11y JlOKaU11jy. KOjy Oti.pe,nH n peJJ,CetJ.llHK cytJ.a. 

Ill H3Mcna Jlpas11Jin11Ka o 6e36e)lHOCTll 

l.£11a1-1 28 

y CJ1yL1ajy HacTaHKa npoMeHa KOje Mory HacTynHTH ycne.u TeXH H'-IKO-TeXHOJlOWKHX, Kait.pOBCl<HX, 
opraHH3aU.HOHHX npoMeHa y HKT CHCTeMy H ti.oraljaja 1-1a rno6an1-10M H 1-1au.Ho11a11 1-10M HHsoy KOjH Mory 11apywHTH 
HllCjlOpMaU.HOHY 6e36et1.HOCT, CHCTeM aJJ,M HHHCTpaTOp je JJ.Y)KaH JJ,a o6asecnt npe,nCeJlHHKa Cy.Lla, Ka KO 611 OH MOraO 
.Ll3 npHCT)tnH H3Mel!H OBOr npaBHJlHHKa, y U.HJbY y 11anpeljel-ba Mepa 33WTHTe, HaLJHHa H npou.e.Llypa noCTH331ba H 
o.np>1<asa1ba a.LleKBaT1-1or 1-111 soa 6e36e)lHOCTH HKT c 11cTeMa, Kao 11 npe11cnHTHBal-be o snawl1e1ba 11 o.nrosop11ocT11 
y se311 ca 6e36e)J.1-1owtiy pecypca HKT CHCTeJ\13. 

IV Ilponepa HKT c11cTeMa 

lfna1-1 29 

nposepy HKT CHCTeMa BJJWH TeXHHLlap 3a HT no)lpWKy/ CHCTeM a.D.M HHHCTpaTOp npe1<pwaj1-1or cy.Lla y 
Jla3apcsuy. 

V Ca)lpmaj uJseuITaja o nposepn HKT cHcTel\rn 

411a1-1 30 

vhseunaj 0 nposep~1 HKT CHCTeMa ca.up)KH: 
I. Ha3HB onepaTOpa HKT CHcTeMa KOjH ce nposepasa; 
2. speMe nposepe; 
3. notJ.au.11 o JlHUHMa Kaja cy spw1111a nposepy; 
4. 113sewrnj o cnpose.n.e1-111M pa.n.1-baMa; 
5. 3aKJby<IKe no flHTal-bY ycKnaljeHOCTH npaBHJlHHKa 0 6e36eJJ,HOCTH VlKT CHCTeMa ca nponHCaHHM 
YCJIOBHJ\13; 
6. 3aKJbYYKe no n11Tal-by a.ne1<saT11e np11Me1-1e npe.us111je1-111x Mepa 3awTHTe y onepaTHBHOJ\I pa.ny; 
7. 33KJby<11<e no nHTa~bY a.n.eKBaT11e np11Me1-1e npe.ns111je1-1Hx Mepa 3awT11Te y onepaTHBHOM pa.uy; 
8. ou.e1-1a yKyn1-1or 1-111soa 111-1¢opMau.1101-1e 6e36e.u1-1ocT11; 
9. npennor ese11Tya111-111x KopeKTHBHHX Mepa; 
I 0. norn11c o.nrosop1-1or 11111..1.a Koj e j e cnposeno nposepy HKT c11cTeMa. 

12 



VI IlpcJiaJne n JaBpmue o.npe.n6e 

LJnaH 3 I 

0Baj npaBHJlHHK CTyna Ha CHary Hape,nHor ,naHa O,ll. ,naHa o6jaBJbHBal-ba Ha OrJJaCHOj Ta6J1H H HHTepHeT CTpaHHUH 
flpeKpWajHOr cy,lla y na3apeBL(y. 

Jla3apeBau, 0 1.02.2024. ro,ni-t 1-1e 

OpJic MacJ10Bap111i 
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